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he United States faces threats from its rivals

and from rogue actors, and it maintains a mil-
itary of land, sea, air, and space forces to counter
those threats. This Index of U.S. Military Strength
provides analysis of those military forces’ adequa-
cy. The military, however, is only the most visible
element of national defense; beneath the surface, a
much larger industrial capacity serves to undergird
that military power.

This industrial capacity—the defense industri-
al base—consists of the government-owned and
privately owned factories, foundries, shipyards,
and ammunition plants that produce defense end
items. It also includes the businesses and govern-
ment institutions that produce those items, from
prime contractors with hundreds of thousands of
employees and billions of dollars in annual revenue
down to small businesses that make individual com-
ponents for larger defense systems and innovators
that create new technologies, whether startups with
defense-relevant emerging tech or academia and
research universities. The defense industrial base
also includes the workforce that powers this sector.

In the past, U.S. industrial might as a whole un-
derwrote U.S. military strength and success. Manu-
facturing underpinned the national economy. When
urgent national security threats emerged, leaders
prioritized defense investments, and private in-
dustry and government facilities responded to this
demand signal—accomplishing incredible feats like
producing nearly 300,000 aircraft and 86,000 tanks
in World War I1.' Industry could respond because
latent production capacity already existed, either
for defense-specific items or for commercial items
that could be converted to defense production.

Government capabilities existed as a result of pre-
vious wartime mobilizations.

Today, America’s national defense remains just
as dependent on the nature of its economy; those
ties, however, do not make the U.S. as secure as
they once did. The U.S. economy is now based pri-
marily in knowledge and services: Manufacturing
accounted for only 8.7 percent of U.S. jobs in 2015,
compared to 32 percent in 1953.2

Despite the current deficiencies in the defense
industrial base, leaders in Congress and the execu-
tive branch have not yet chosen either to increase
federal funding for defense or to make the difficult
trade-offs (such as cutting entitlement spending)
that would be necessary under such an increase to
enable a restoration of this key capability.

The global threat environment is growing more
hostile as the economic and cultural factors that
historically have supported U.S. military strength
decline. Not only have manufacturing and key
industrial processes moved overseas, but—even
worse—they have moved to China, America’s chief
rival. The U.S. is in a “new Cold War” with China
even as the two countries’ economies are deeply
intertwined.

U.S. military strength therefore cannot rely on
the economic conditions and assumptions of the
past—those conditions no longer exist, and any at-
tempt to recreate them would require heavy gov-
ernment intervention in the economy with all of the
inefficiencies and injustices that such intervention
entails. Rather, leaders must pursue the develop-
ment of a strong U.S. military and resilient defense
industrial base within today’s economic environ-
ment, utilizing innovative policies to ensure that
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defense production can meet America’s demands
in today’s changing security environment.

History of U.S. Defense Production

The U.S. has produced defense items since be-
fore the American Revolution. Though this could
hardly be called an “industrial base,” as it predates
industrialization, the U.S. produced weapons and
built ships for the Revolutionary War and the War
of 1812. The earliest defense industries in the U.S.
based their businesses around arming the combat-
ants of imperial wars in Europe.® Then, during the
American Civil War, the North’s superior defense
production capacity contributed in a major way to
its eventual victory.*

The U.S. produced weapons that were eventu-
ally used in World War I, but because it lacked de-
fense-specific production capacity, by the time its
industry was able to produce items like tanks and
artillery pieces, the war was nearly over. For exam-
ple, although poison gas was first used in the war
in 1915, when the U.S. joined the fight in 1917, the
Army could still not produce its own gas masks and
instead had to borrow respirator equipment from
British and French forces.”

The first real test of U.S. defense industrial ca-
pacity was World War II. In the years before the war,
the U.S. had developed a great deal of manufactur-
ing capacity, as well as latent capacity, as a result of
policies that were designed to mitigate the Great
Depression. The U.S. also had alarge workforce and
plentiful available labor for the same reason. While
this industrial capacity was not being used for de-
fense production at the time, political and business
leaders saw that the war unfolding in Europe in
1939 and 1940 would require much more partici-
pation from the United States. Leaders in the auto
industry in particular saw that their manufacturing
capacity would need to be mobilized for wartime
production. Both allies and the U.S. government
sharplyincreased their purchases of defense goods,
from aircraft to uniforms. Industry responded to
this surge in demand for defense goods by convert-
ing their commercial manufacturing capacity for
items like washing machines and record players to
the production of war matériel.®

The relatively unsophisticated nature of the
matériel being produced meant that manufacturing
capacity for consumer goods could shift to war pro-
duction fairly easily. Military Jeeps were just trucks,

and bombs were merely steel and explosives. Even
more complex end items like planes were made of
components that could be produced in commer-
cial factories: For example, Frigidaire, an electric
refrigerator manufacturer, produced propellers,
hydraulic aircraft controls, and machine guns for
combat aircraft.”

The combination of factors that allowed the U.S.
to mobilize successfully for World War II would
continue to define U.S. defense industrial capaci-
ty for most of the rest of the 20th century. A large
domestic industrial capacity in general, and a large
defense industrial base in particular, combined with
the will of political and business leaders and a com-
mitment to spending and contracts for defense to
produce an Allied victory.

The same framework held true for much of the
Cold War: The U.S. continued to be a manufacturing
powerhouse through much of the 20th century, and
the U.S. defense industry consistently outmatched
that of the Soviet Union for technological suprem-
acy. Leaders also recognized the importance of
defense during this time because the threat of the
Cold War becoming a hot war with the Soviet Union
was often foremost in the American consciousness
(schoolchildren practiced sheltering under their
desks in the event of nuclear attack, for example).
There was a clear adversary against whom the Unit-
ed States had to arm itself.

Leaders also spent significant amounts of fed-
eral funds on defense: Defense spending reached
10 percent of GDP and higher during the 1950s and
climbed again to 8.6 percent at the height of the
Vietnam War and 5.7 percent during the Reagan
defense buildup of the 1980s.2 The combination
of industrial capacity, strategic focus and political
will, and federal dollars allocated to defense allowed
the U.S. to compete during—and eventually win—
the Cold War.

With the fall of the Soviet Union in 1991, the U.S.
entered a period of relative geopolitical stability
in which it was the world’s only remaining great
power. Without a clear national security threat,
the U.S. lacked the strategic focus that had defined
the Cold War and the World War II era before it.
Defense spending dwindled during this “unipolar”
era, and the U.S. defense industrial base responded
by consolidating and shrinking. During the same
period, the nature of the global economy began to
change. Commercial manufacturing increasingly
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moved overseas as firms aimed to take advantage of
lower labor costs in developing countries. In 1960,
foreign consumer goods accounted for 8 percent of
Americans’ purchases, but they accounted for 60
percent in 2010.°

These changes are understandable given the
conditions of the time. The U.S.’s lack of strategic
focus during this era is explainable because there
seemed to be no clear threats to U.S. national inter-
ests as there were during the Cold War. Some reduc-
tions in defense spending made sense during this
era as leaders sought to capitalize on a post-Cold
War “peace dividend.” The move of manufacturing
overseas was the natural consequence of economic
conditions at the time. Unfortunately, all three of
these trends are still visible in the makeup of the
defense industrial base today in ways that leave the
United States less secure.

Defense Production Today

The defense industry in the United States today
reflects both the legacy of World War II and the leg-
acy also of the 1990s and 2000s.

Defense Production Capacity. The U.S. de-
fense industry has atrophied. Prime contractors
have consolidated from 51 firms down to five.*
While this consolidation does not necessarily in-
dicate a smaller defense industry, the broader eco-
system of defense subcontractors and suppliers has
also shrunk: In the past five years alone, the defense
sector has lost a net 17,045 companies." The num-
ber of people employed in defense-related work
has shrunk by two-thirds, from 3 million workers
in 1985 to 1.1 million in 2021."

Reduced defense spending during the 1990s and
early 2000s drove some of this consolidation. In a
1991 meeting now known colloquially as the “Last
Supper,” then-Secretary of Defense Les Aspin in-
formed the CEOs of the major defense prime con-
tractors that the U.S. government would be spend-
ing less on defense, that the firms could not expect
to do the same amount of business that they had
done during the Cold War and especially during the
1980s defense buildup, and that they should con-
sider consolidating in order to survive.” During
this era, mergers and acquisitions (M&A) activity
transformed the defense industry, particularly at
the prime contractor level, leaving only a handful
of firms performing work for which dozens of firms
had previously competed.

The Broader Economy. Beyond the defense
industry, the nature of the American economy is
very different from what it was in the World War 11
era. Many of these changes have been the natural
result of market forces, but they have negative im-
plications for national security.

The U.S. is no longer primarily a manufacturing
or industrial economy. In 1950, manufacturing jobs
accounted for 33.7 percent of U.S. employment; to-
day, they account for only 8.4 percent of employ-
ment." This shift has profound implications for
defense production. The nation was able to mobi-
lize domestic manufacturing capacity to produce
matériel for World War 11, but far less latent man-
ufacturing capacity is available today.

In addition, the modern economy is globally in-
terconnected to a degree that would be hard for busi-
nessmen of the 1940s to imagine. A car assembled in
South Carolina is likely made of components manu-
factured in dozens of other countries, and those com-
ponents likely contain raw materials sourced from
dozens of other countries as well. This intercon-
nectedness means that mobilization of U.S. produc-
tion will depend on suppliers based in myriad other
countries—countries that may not have an interest
in helping the U.S. increase its defense production or
may even have an active interest in stopping it.

The U.S. economy is not just globally intercon-
nected; as opposed to the Cold War era when the na-
tion was relatively able to operate independently, it
is heavily reliant on its chief rival and pacing threat.
China is the top supplier of imported goods to the
U.S.,”* produces 78 percent of rare earths imported
by the U.S.,’* and produces 10 times as much steel
and more than 40 times as much aluminum as the
U.S. produces.”

While manufacturing capacity for defense goods
and manufacturing capacity writ large are not the
same thing, manufacturing capacity and capabili-
ties can still potentially be mobilized over time to
fill defense manufacturing needs. However, defense
systems are far more complex than they were 80
years ago. An F-35 is closer to a flying supercomput-
er than it is to a World War 11 fighter aircraft.

Another problem in U.S. society today is that
not all firms that are able to perform defense-re-
lated work have workforces whose ideologies com-
pletely align with the national security interests of
the United States; in some cases, they do not feel
that working with the U.S. military serves their
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interests or aligns with their values. For example,
in 2018, more than 4,000 Google employees signed

a letter protesting the company’s involvement in

Project Maven, which used artificial intelligence to

improve drone strike targeting. In response, Goo-
gle adopted a set of ethical principles governing its

use of Al technology that forbade its participation

in weapons or surveillance programs.'® Other firms

have demonstrated an unwillingness to have their

products used for military purposes: Elon Musk’s

StarLink satellite system, for example, has im-
posed periodic limitations on the use of its services

in Ukraine."

Leaders’ Commitment to Defense. Defense
industrial strength in the past required political
will and leadership just as much as it required
industrial capacity. Today, Members of Congress
and consecutive presidential Administrations have
recognized that China poses the greatest threat to
U.S. national security. The 2018 and 2022 National
Defense Strategies both acknowledged this threat
and made it the chief focus of U.S. strategy. Congress
similarly has focused its rhetoric and even some of
its legislative authority on the China challenge.

Rhetoric is largely ahead of defense spending,
however. The defense budget as appropriated by
Congress has grown since 2015, but not in a way
that would indicate a fundamental shift to renewed
great-power competition.

Three presidential Administrations have strug-
gled to shift the U.S. strategic focus to the Indo-Pa-
cific. The Department of Defense (DOD) uses what
it calls a “sizing construct” to determine the size
and types of forces that are needed to maintain
America’s defense. When the Obama Administra-
tion announced its “Pacific pivot,” the DOD also
shifted from the decades-old force sizing construct
of being able to meet two “major regional contin-
gencies” (MRCs) to a “one-plus” MRC construct—a
shift that diminished capacity rather than increas-
ing it. The DOD’s force sizing construct drives its
war planning scenarios, and these scenarios in turn
inform the military’s requirements process, deter-
mining the amount of manpower and equipment
that each service will need.

There is reason to suspect that budget is driv-
ing national security strategy rather than strategy
driving budget in the DOD. The public has little
visibility into DOD war planning scenarios—which
can be a good thing; such information should be

protected—but the limited information available
seems to indicate that stockpiles of weapons, mu-
nitions, and raw materials are inadequate. Within
two months of Russia’s invasion, the U.S. had sent a
third of its Stinger missiles and a quarter of its Jave-
lin missiles to Ukraine.?® If those amounts of stocks
are consumed that quickly in what (compared to a
contest with a near-peer competitor) is a regional
war, it is hard to imagine that those munitions re-
serves will be sufficient for potential wartime needs.

What the Threat Environment Requires

The U.S. has entered a new era of great-power
competition with China. This competition—char-
acterized by The Heritage Foundation as a “new
Cold War”—exists across multiple domains, from
the economy to freedom of navigation.

The domain of greatest concern in this discus-
sion, however, is military competition. China has
modernized its military in the past decades. It has
exceeded the United States in certain categories
like hypersonics. Through espionage and intellectu-
al property theft, China has stolen technologies that
are found in the F-22 and F-35 aircraft and incor-
porated them into its own fifth-generation fighter
aircraft, the J-20.>! The People’s Liberation Army
Navy (PLAN) has more battle force ships than the
U.S. Navy, and its battle force “is expected to grow to
420 ships by 2025 and 460 ships by 2030.7%2

The China threat requires that the U.S. bolster its
own defense capabilities and ensure the capabilities
of its allies in the region. An early step will be to
facilitate the arming of Taiwan with modern weap-
ons to deter a Chinese invasion or to fight China if
deterrence fails. At current U.S. production rates,
however, Taiwan will not receive the weapons it
needs in the necessary time frame.

More generally, there is a sense that the DOD’s
planning scenarios do not account for the reali-
ties of war with and deterrence of China. In such
a situation, the DOD must honestly assess global
threats, the DOD and the executive branch must
use that information to develop a force structure
that mitigates risk and a budget that pays for it, and
the legislative branch must appropriate the neces-
sary funding.

Acquisition as National Security
In the past, acquisition decisions have attempt-
ed to balance effectiveness, cost, and time. Today,

76 2024 Index of U.S. Military Strength



however, acquisition also needs to account for the

current, diminished state of the defense industrial

base with a goal of not only purchasing matériel in

the short term, but also developing a greater capac-
ity to produce that matériel over the long term.

Spending Money to Get Capacity. The U.S.
has been buying defense systems at essentially
peacetime levels for decades, and the resulting in-
dustrial base cannot now support the demands of
great-power competition. To create needed manu-
facturing capacity, the DOD must sign longer-term
contracts with industry for key platforms and mu-
nitions. These contracts will necessarily cost more
and must specify requirements for industry to be
able to surge production for future requirements,
and DOD must periodically validate industry’s
ability to do so. This accomplishes both the obvi-
ous goal of procuring those items and the subtler
objective of building the capital equipment, facili-
ties, and workforce that are necessary to continue
producing those items. Developing manufacturing
capacity takes years: Better to begin now than to
wait until war begins.

The DOD needs to begin thinking beyond simply
procuring items it needs. Far more attention must
be paid to developing and maintaining production
capacity. The ability to manufacture key defense
items is a good, separate from the good of the de-
fense items themselves. The U.S. needs the ability
to surge production of munitions, fighter aircraft,
and ground vehicles in addition to possessing these
items themselves in order to be safe. Contracts
will have to reflect this by requiring contractors to
maintain certain latent production capacity, which
will likely make those contracts more expensive.

To increase defense production capacity while
minimizing the burden on the U.S. taxpayer—and
to better arm our allies—the U.S. should encourage
more Foreign Military Sales (FMS). Currently, the
FMS process is structured for peacetime and in-
volves lengthy bureaucratic processes. These delays
are severe enough that allies have recently chosen
to buy their weapons systems elsewhere. For exam-
ple, Poland recently chose to buy tanks from South
Korea instead of the U.S.2* Both the State Depart-
ment and the DOD have announced new changes
aimed at accelerating slow FMS processes with
new internal deadlines for key processes; special
expedited treatment in cases involving direct U.S.
defense interests (arming Taiwan, for example);

and anew “FMS Continuous Process Improvement
Board” reporting to the Secretary of Defense.?*

The greatest cause of FMS delays, however, is a
lack of capacity in the defense industrial base. To
remedy that, more aggressive contracting strategies
that require contractors to increase capacity and
deliver faster will be needed.

Identifying Specific Risks. Beyond the gener-
al issue of limited defense manufacturing capacity,
different specific risks exist in the supply chains for
different acquisition programs. Ensuring a strong
industrial base will require strategic thinking, in
addition to investment, to mitigate these risks. Cur-
rently, policymakers’ understanding of these issues is
largely anecdotal. The American public knows about
155 mm shells, Javelins, and Stingers only because
the war in Ukraine “pulled the sheets off the bed.”

There is no routine mechanism for policymakers
to understand these risks. Even the DOD’s own an-
nual industrial base reports (publication of which
the Biden Administration has delayed for years de-
spite annual publication being required by law) are
unhelpful because they have anecdotal information
but no metrics. Without better assessment of indus-
trial base vulnerabilities, efforts to strengthen the
industrial base will be immethodical and potentially
wasteful of scarce resources.

One risk that currently impacts defense produc-
tion is the DOD’s lack of supply chain visibility. The
DOD cannot address problems it does not under-
stand. Supply chain visibility refers to the ability of
the customer (the DOD in this case) and the prime
contractor to “see” clearly into the lowest tiers of
their supporting supply chains.

In the current acquisition system, no single ac-
tor has full visibility into supply chains for defense
programs. The DOD delegates this responsibility to
prime contractors, and prime contractors typically
follow the government’s example and include sup-
ply chain management in their contracts with their
first-tier subcontractors, extending their knowl-
edge only one layer deep. Those subcontractors
follow suit in their contracts with second-tier sub-
contractors and so on down the chain. As a result,
prime contractors usually understand their supply
chains only down through the first few tiers; beyond
that, they trust their subcontractors to manage
their subcontractors and so on.

Greater visibility into defense supply chains
would reveal current risks like dependence on
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China for raw materials and even certain compo-
nents. As a case study, in September 2022, the DOD

halted deliveries of Lockheed Martin’s F-35 after

finding that a cobalt and samarium alloy used in

magnets for the plane’s turbomachine pumps was

made in China. The DOD discovered this violation

only after Lockheed Martin was notified by Honey-
well (the maker of F-35 turbomachines), which was

told by its lube pump supplier, which was told by

its magnet supplier that the firm had used an alloy
manufactured in China in violation of DOD acqui-
sition regulations.?

In this case, dependence on China carried a sig-
nificant yet comparatively small cost: delayed deliv-
eries of a vital defense system while a new, compliant
supplier was found. However, similarly imperfect
knowledge of defense supply chains extends across
the entire defense industrial base and carries huge
risk. If the U.S. went to war with China, economic
ties between them would be completely severed. The
Pentagon would quickly learn which defense com-
ponents were made in China because contractors
suddenly would not have access to them. Production
of key weapons could grind to a halt at a time when
those weapons are desperately needed.?®

Another common supply chain vulnerability is
single-source suppliers for defense system com-
ponents. In many cases, there is only one company
making a subsystem or component for a defense
system. This creates potential choke points in
manufacturing capacity: For example, an aircraft
manufacturer may have more capacity to increase
production in its final assembly plant, but its lim-
iting factor on production is a sub-tier supplier’s
limited capacity to produce landing gear assemblies.

A lack of redundancy also makes the supply
chain more fragile: If a sole-source supplier is no
longer able to produce a given component, it can
shut down production for the entire system. A good
example of this risk is the explosion that occurred
atthe U.S’s only black powder mill in Minden, Lou-
isiana. The plant was offline for two years after the
explosion occurred, forcing contractors to draw
from black powder stockpiles in order to produce
the munitions that use black powder to ignite more
powerful explosives.?” Again, what makes these
situations all the more dangerous is that the DOD
normally does not understand its own vulnerabili-
ty until a problem develops—and then it is too late
to address it.

The DOD needs better visibility into the defense
industrial base with a greater understanding of the
supply chains that link the entire ecosystem in or-
der to mitigate risk. Fortunately, there are tools
today to gather, maintain, and analyze this infor-
mation (such as artificial intelligence and even
blockchain technology) that did not exist in earlier
eras of U.S. defense production. These data tools
should be applied to a risk management framework
that assesses both the probability of a defense sup-
ply chain disruption and how consequential such
a disruption would be. With more granular infor-
mation, the DOD could better target its limited re-
sources to areas of the defense industrial base that
require the most urgent attention.

Mitigating Risk. Vulnerabilities in the defense
industrial base should be mitigated in ways that ac-
count for the unique facets of each sector, and even
each acquisition program, and the particularities
of their weaknesses. However, just as there are
common threads linking all these defense indus-
trial base vulnerabilities, there are common mit-
igations that can make up a “tool kit” for defense
policymakers.

One important type of tool is multiyear and
block-buy contracting. Whereas typical procure-
ment processes require the DOD to use a contract
for each year’s purchases, multiyear procurement
authorities allow the DOD to buy and commit fund-
ing for up to five years’ worth of an item in one con-
tract with penalties to the government if it breaks
this purchase commitment. These longer-term
commitments give contractors the stability they
need to invest in facilities and workforce. Multiyear
contracts also generate savings for the government
because optimizing production over alonger-term
period creates efficiencies. Multiyear and block-
buy contracts should be used more often to reap
these benefits.

Another, more interventionist tool is Title III of
the Defense Production Act (DPA), which grants
authority to the President to “create, maintain, pro-
tect, expand, or restore domestic industrial base
capabilities” using funds allocated specifically for
that purpose. These authorities have been used to
incentivize businesses to enter the defense space or
to expand their capabilities and have served both to
create domestic production capabilities for items
typically procured from overseas and to strengthen
the fragile domestic supply base.*®
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For example, in 2020, the DOD announced mul-
tiple DPA Title ITI funding awards to domestic rare
earth element producers to expand their mining
and refining capacity, thereby creating a more se-
cure supply chain for defense applications of these
materials. More recently, President Biden used
DPA authorities to build up domestic hypersonic
weapons manufacturing capacity. Such tools have
value for very urgent national defense needs, but
should be used only when market forces and DOD
procurement practices are unable to generate the
necessary conditions for a particular defense indus-
trial production capability.

An Acquisition Strategy for a New Era. Today,
acquisition success is measured according to three
variables: cost, schedule, and performance. A fourth
factor—resilience—must be added to this paradigm.
The terms of every defense contract should take
into account the risks to production of that plat-
form or munition. For certain items, they should
also require the contractor to maintain surge pro-
duction capacity; facilities should no longer be op-
timized to produce the exact amount required for
immediate needs and should instead have built-in

latent capacity. The DOD (and Congress) should
spend the extra money required to maintain that
surge capacity, and the new emphasis on resilience
should be taught to the acquisition workforce
through training at Defense Acquisition University.

Conclusion

The story of allied victory in WWII—and of U.S.
military superiority in the decades that followed—
in addition to the great feats of arms, can also be
understood in terms of U.S. industrial might: the
strength of its defense industrial base, undergird-
ed by a thriving manufacturing economy and de-
fense-focused leadership. Because those econom-
ic and political conditions do not exist today, the
defense industrial base is not well-positioned for a
new era of great-power competition.

Improving defense industrial performance does
not mean recreating former economic and political
conditions. It means working within conditions to-
day and leveraging new technology to strategically
grow and strengthen targeted U.S. defense indus-
trial capacity.
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